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Cosa definisce una minaccia

informatica moderna?
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Definizione di una minaccia moderna
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Credential Stuffing

Utilizzo delle violazioni esistenti per ottenere |'accesso iniziale — Ancora utilizzato nel 2025

HOW CREDENTIAL
STUFFING WORKS
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Intento

79%

Degli incidenti che
iInvestighiamo sono

motivati da ragioni
finanziari

79%

FINANCIALLY-MOTIVATED

Ransomware Business Email
Compromise

9%

INSIDER

12%

NATION-STATE

Digital
Currency
mining

Banking
trojan

Webscript

Denial of Service

Remote access trojan

Spam

Adware
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Il panorama delle minacce moderne non lascia spazio a errori

= 0 .
/ \
s AN I(3)!
Tempo mediano impiegato da un utente Aumento annuale degli strumenti " Percentuale di attacchi in cui gli
malintenzionato per ottenere l'accesso living-off-the-land " utilizzati negli avversari hanno effettuato l'accesso
come amministratore di dominio attacchi con credenziali valide
11 ore 126% 56%

Ricerca sulle minacce Sophos X-Ops Active Adversary report 2025
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70% 92% 65%

In 2024 Microsoft “observed remote “with 92% originating from unmanaged In H1 2025, Sophos saw a 65% increase
encryption in 70% of successful attacks ™’ devices in the network”? over full-year 2024 2
(up from 60% in 2023) (up from 80% in 2023) (up from a 50% increase in 2024 over 2023)
Ransomware Incidents with Remote Encryption 2 A\ Preliminary
2021 2022 2023 2024 2025
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" Microsoft Digital Defense Report 2024  2Sophos data 5 SOpHOS


https://www.microsoft.com/en-us/security/security-insider/threat-landscape/microsoft-digital-defense-report-2024

E’ necessaria una strategia di Cybersecurity multilivello

Detection

Endpoint,
network
(behavioral)

2

Prevention

Patching,
multi-factor
authentication

Enhance security controls

Resilience

Hardening Active
Directory to secure
the domain

4

Response

Have a plan,
practice it, involve

the entire business,

and be left of
“boom”

Recovery

Offline
backups
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Le nuove domande da porsi

Sei in grado di rispondere
alle cyberminacce mentre
dormi?
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parte delle
organizzazi
oni non
dispone
delle
competenz
e umane
per
bloccare
da sola le
minacce

88%

Sophos Active Adversary Report 2025

7 days

Sophos Active Adversary Report 2025

63%
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major cyber attack to stop the attack
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Managed Detection and
Response (MDR)

Un servizio 24/7 completamente gestito, erogato da esperti
specializzati nel rilevamento e nella risposta ai cyberattacchi
che le soluzioni tecnologiche da sole non sono in grado di

prevenire.
FROST ¢ .
SULLIVAN EIDC I"—EIN-I(-?EENUITY ?Eﬁgﬁns

Leader

Frost Radar: Managed Detection
and Response

Leader in
Worldwide MDR
Services

Top Performer in the
Managed Services
Evaluations

@ Leader

#1 MDR solution

(3 Grid® Reports

The only vendor named a
Gartner

oot peerinsights..

in MDR, Endpoint

Customer’s Choice for MDR
Protection, EDR, XDR, and Firewall = '

SOPHOS



Cybersecurity as a service = MDR

Persone

Ho bisogno di un team di esperti per ...

| Gestire completamente la risposta alle minacce
| Co-gestire la risposta alle minacce con il mio team

| Allertare il mio team sulle minacce da gestire

Visibilita

Rilevamento minacce usando i dati di...

(] Endpoint g Firewall

@ Identity

(gg Network

M Email
" Public Cloud

Processi

Le minacce identificate richiedono...

| Full-scale incident response: Minaccia debellata
| Contenimento, cosi che il mio team elimini la minaccia

| Analisi dettagliate con guida alla rimozione

Integrazioni incluse con le soluzioni Sophos, tra cui:

Sophos XDR Sophos Firewall

Sophos Email Sophos Mobile

Sophos Cloud Sophos NDR

Tecnologia

Voglio utilizzare...

| Sophos: miglior protezione, rilevamento e risposta

| Combinazione di strumenti Sophos e non Sophos

| Solo strumenti di terze parti

Integrazioni Non-Sophos incluse nel servizio:

Y

Qualsiasi soluzione di endpoint
protection.
Microsoft 365 activity e MS Graph

2,

Add-on disponibili in acquisto
Firewall Cloud

Email Network
Identity Sophos NDR

SOPHOS



Inclusa senza costi aggiuntivi nelle nuove
subscription annuali (a termine) di

Integrata automaticamente nelle
, Sia per i nuovi clienti che per i
rinnovi

La Sophos Breach
Protection Warranty

Offre Fino a 1 Milione = NS

di S Per Coprire Le JI——1  Windows, macOS, nessuna limitazione
geografica

Spese Correlate Alla

Risposta Agli Incidenti 6

, a dimostrazione della fiducia che
riponiamo nella nostra protezione

SOPHOS

Per la versione completa dei termini e condizioni della garanzia, vedi


https://www.sophos.com/it-it/legal

' | |
Next-Gen

EPP EDR XDR SIEM SOAR MDR

on Cloud

EPP

on Prem




Soluzioni = Protection, Detection and Response

Strongest Detection Extendable 24/7 Full-scale
Endpoint and with NDR and Managed Incident
Protection Response Integrations Service Response

Sophos Managed Detections ° O 0 ° °
and Response

Sophos managed MDR Complete

Sophos XDR license IR Retainer
includes EDR features Add-on

Self-managed tools

Sophos Intercept X ° IR Retainer
Next-Gen endpoint Add-on

NB: Detection is not Protection!

17 SOPHOS



Perche MDR e non un next-gen Endpoint?

Sophos Endpoint adatta le difese al contesto di attacco ma da solo non basta

Hunt, investigate and stop threats, with detection and response
tools designed for security experts and IT administrators

Adaptive and Defenses dynamically scale up with additional blocking actions

automated > - when a human-led attack is detected, stopping the attacker in
responses their tracks

Al-first protection with anti-exploitation technology monitors

Block malicious activity P application behavior to block ransomware and other malicious
activity

Block malicious content and web-based threats, control access
to applications, websites and peripheral devices, and ensure

Reduce threat exposure

optimal configurations

SOPHOS



SSOPHOS

Certificazione di livello 1

MANAGED SERVICES ADVISORY SERVICES
MDR Emergency Vulnerability Incident Response Penetration Security Red Team Incident
Incident Response Management Retainer Testing Assessments Exercises Readiness
CONTROLS INTEGRATIONS SECURITY OPERATIONS
Endpoint ’ ‘ Firewall } ‘ Identity ’ ‘ XDR ’ ‘ SIEM ’ ‘ EDR
Broad Ingest

350+ Integrations Playbooks

Email Network Cloud ITDR NDR and SOAR
?; Al-Assisted Workflows and Experiences
_ J

SOPHOS X-OPS THREAT INTELLIGENCE

Adversary Threat Incident and Malware Adaptive Attack Early Warning Security Detection
Tracking Research Case Data Analysis Protection System Analytics Engineering




Sophos MDR for
Microsoft Defender

Sophos MDR livelli di servizio sog-los SOPHOS

MDR Essentials MDR Complete

24/7 expert-led threat monitoring and response v v

Compatible with non-Sophos security products (Microsoft and Google integrations included) v

Sophos Endpoint and Sophos XDR solutions included

Comprehensive reporting and “MDR ThreatCast” intelligence briefings

Sophos account health check

Expert-led threat hunting

Threat response: active attacks are stopped and contained
Using the Sophos XDR endpoint agent or Sophos XDR sensor

CL L L K L

Direct call-in support during active incidents

Root cause analysis: performed to prevent future recurrence

Attivita
erogate dal
Key Partner
MDR

Full-scale incident response: threats are fully eliminated
Requires the Sophos XDR endpoint agent

CL KL C L KKK«

Dedicated incident response lead

Sophos breach protection warranty

v/

Sophos Incident Response Services Retainer 4 Add-on
Discount on hourly Emergency IR service for extended capabilities (e.g., on-site support, ransom negotiations, digital forensics)

= Add-on

Sophos Managed Risk + Add-on = Add-on

Vulnerability management powered by Tenable technology and delivered as a service

SOPHOS

* Option to use Sophos Endpoint or any non-Sophos endpoint protection solution with MDR Essentials
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Sophos Threat Detection and Response Platform

m Threat Analysis and Correlation Threat Response

Endpoint Sophos XDR Data Lake
Sophos MDR
Firewall
24/7 Managed Detection
B< Email and Response Services
Sophos MDR experts hunt, investigate,
and eliminate attackers on your behalf
Q Cloud £ : 0oy 38 MeanTimeto
—> | Contextualize A i mins Remediate
s e —— —— E— L \/ "
@ Productivity i fRe et g ———
Sy el I P Sophos XDR
) 1dentity ey el — ophos
;% Network i RUGLL et Investigation and
: Response Platform
== Threat Automated Advanced Sophos XDR Provides a single platform to
=) Backup Intelligence + Response +  Threat Analytics detect, investigate, and respond to threats

SOPHOS



Visibilita su tutte le superfici di attacco

| nostri analisti possono sfruttare gli investimenti tecnologici esistenti per rilevare e rispondere alle minacce.

PRODUCTIVITY BACKUP

ENDPOINT

+ others with Sophos XDR sensor agent

],
cisco =
Umbrella

FIREWALL

o

@@

TIITTLC I CINITENNRDATZINONII CAANIND INITTICE CENITZAN AOOCTI ACCNCILINITIV/N
UV L TINT LUV VINL VDUVINU TINUVLUJVL VLINAN VUV I T VU JVIVIN L LV .

AWS, Azure, and GCP data is ingested via
the Sophos Cloud Optix product, sold
separately.

A representative sample of integrations included with Sophos MDR. 5 SOpHOS



Valore elevato per ogni piano di Microsoft 365 Business

MICROSOFT TELEMETRY BY LICENSE

24

M365 M365 M365 Defender Defender

B8 Microsoft Business | Business Business E3 Entra Entra for for E5
. . . ID P1 ID P2 Endpoint Endpoint
Basic Standard Premium P1 )

Office 365 Mgmt. Activity ° °

Defender for Office 365

Defender for Identity

Defender for Cloud Apps

Microsoft 365 Defender

Defender for Endpoint

Entra ID Protection

Sophos MDR
SOC

&1

Microsoft data is...

correlated with data
from.other sources

enriched'with Sophos
threat intelligence

used to create Sophos
proprietary detections

S

Sophos XDR Platform

SOPHOS



Managed Detection and Response - Dashboard

Management >

anaged Detection and Response - Dashboard

Account Health Score Details

|- [r— R
s Emee— = 68 70% 15% +
PE——— ] Current Score o Similar Size Customers o Other Customers In Your Region ©

@

RRT—

MDR Analyst Coverage ©  LastYear - Threat Hunt and Intel Effort LastéMontns  +

Last 7 Days 3'230h
Last 30 Days Threat Hunt and Intel 144
Team Effort o Threat Hunts Conducted i ]
Last 3 Months
Last 6 Months
Last Year « . ”
Detection Engineering Effort LastémMontns  ~
1,500h

Feb Mar Apr May Jun Ju  Aug Detection Engineering 132
Team Effort () New Detection Rules o

60 mins, 24 hrs.

2 . - m o

s Gasa oy Ty [ ——

@ onine @ Offline

Thesst Sommary e S TrveatSummaryRevert S Thvest SummaryRepor Threat Summary Repart g
SOPHOS 4198  sopos Managed petecton and Response
o R o P W B R
Timeline of Key Events (UTC) unmanaged s Recommendations
taters) Movgment
smaenn | IS
e Key eventsin he active incident tmeline. Obsenved adversary behavior s mapped e Summary ofncident Recommendations
loa MITRE Tact Sophos technology ighlghed in o, response — iy 1
IN CI DENT RE Po RT by the Sophos MDR tearn in green, and allother timeline notables highlighted in orange. For a detailed description s abuniiien | | Sheeriod AORSanten wmete P Sucehs’ o e devis WOSMAMEL W | itosa Msamtet o ISRl MOR onP eredortedd - elighle
A © Disable user: "username1' | SID: <redacted>
MITRE ATIACK Detat ey e : .
Tl e < Change the response preference to Autharize”nSophas Cental
[T S —{ et e s vt g e o M| S o e
ClstorneriName 2023.03.051839 | User 'USERNAMEX' logged onto host HOSTNAMEL from an unmanaged asset peepp—— T 11 CProgram Fies (x867 o Remove the file: 'C:\Users\username1\Desktop\sys64.bat bat' from host "HOSTNAMES' - f still
ey 4 presont
CASE: 1-12345 205505051940 | User"USERNAMET, G wmaena |4 —~ U & Install MDR on the host IP address ‘eradacteds' - if eligible
DATE commands. Userinitated ‘net graup *domain Adins* /domain'. Additanally | piscoves e - — o Initiate a domain wide credential Reset in the following order
e et oo s vew s — T e mrier | U VNS cheered iy v s e = ot
2073030519:43 | User usernamel" accessed multiple files from C:\tmp\ via notepad.exe. g ,,—’"'—m S S T e — — * Service Accounts
(example, TermServicensing bat, HOSTNAMES.tx. Print Spocler-bat) Alsa | iond oi host MOSTNAMEL. + Allother Accounts
‘observed file C:\Users\AUsername \Desktop\RegSrvr xml accessed via e 20303092133 User USERNAMEY o Install MDR on the host IP addresses ‘credacted> - if eligible
notepad Pt a1t ol hom Partmer 1 confirm the st redacieds & unespected 5 Install MDR on the host IP address ‘<redacted>'- if eligible
| e P anasosns e e Pt s
Lo e B ey o Delete the user profie on allmpacted serversfor user account usemamet’
EETDED HOSTNAMES. oo b 2 nciate the Severs 7 hate the ncment respome process Timehue hetstls ©  Confirm if ‘AnyDesk.exe' is expected
S EmTe |t e eoencs o Dfabl llthe remota ool ting Applicaton cnteol nd enabl pripheralcontro o he estte
: erm e e o Insall MR o the Server HOSTRAMIELD - lghie
P [ e e ) e T e ;:;_«m — T " Gt i it on o CEAS
S P - o Reset the credentials for the user ‘username1’ | SID: <redact
J—— Observed m)vlmmthn remote IP ‘credacted>" on the device HOSTNAMEL by Lateral Movement o tono b “HOSTRAMEL o Rer the tool "C:\Pr Files (x86)\ISL O “ AISL A D \ISLAN OnSe d ISL
Ot o o N = P o Removethe ool "C:\Progrom Files(SG\SL Online\S. AhsaysO\SLAIwaysOnService exe” an
s i) | Ok | g it gk ot aBBHDIS ® <recacted>. il aceons AlwaysOn Service® service from the host HOSTNAMEL
installed by user ‘USERNAMEL on host ‘HOSTNAME Control “MOSTNAMES Based on traceroute processes.
e e ———————ct— s
o | Timeine Notable ot securty sses  th atac sufaceofthe network In
™ < > Aatersl Movement is section we provide general recommendations to help reduce the overall attack surface.
onally, thers wers many DTS bserved ~redacted>" on the device ] PE—— IBBVRS | cormsterto CAMAOME TXT o0 the hast inissect provide general dations to help reduce th ” Hack surf
the it ‘wernamer” sl R )
- — e oy T + Do notexposeany service onthe WA ntefsc, unless ecessary
B [ e s P—— oerved bt e et 15 et ermams VSN ST + Ensure that you have natied atomatic rstallation o htfes on G Frewals
- e — f——
the unmanaged ( "credacted> «  Enable multi-factor authentication (MFA) where possible.
ump bomn e B
e - and appliatons
IOR0TL026 |y risysystemI2\ntcsutiene” “ac in nds” e Credential Access por TXT" o the host  Review and Install security software on all computers in your environment {where applicable)
c\programdatalabe” q g SMIE trafic GBserved O npratecied hast with @ <reGaced> wheh *  Regularly review and perform estate for all d
‘ping request initiated by user usernamel to servers. Lane 3 by frequent auditing regarding patch compliance
[E— - oS a1 . - ikt e + Review the use of a poxy srvers 0 protect clens inyour network o i lreacly implemene, consicer
— Sea S e et v oo v | || P regular suditing of polce,wit afocus on tghtening controls narder to help preventacees to malkious
the fallowing contents included in the file- — — —— d"::n‘ o o websites / downloading of malicious files
‘ngdalele "HKEY_CURRENT_USER \Software\Microsoft\Terminal Server 2230300225 Ruspense Acten *  Lockdown RDP access with static LAN rules, via group policy, or access control lists from static IP ranges /
Client\Defauk” v FIIOIIO0IIT | P wwdstes Contomer Name's rEspomae mode 11om CoMBar It 16 independent addresses
‘reg delete "HKEY_CURRENT_USER Software\Microsaft\Terminal Server i esyadsbasey Temetoe Notssle .
R Clint\servers® o perk response o e Ensure that LAN segregation is apparent, if not, give strong considerations towards implementing VLANs
‘reg add "HKEY_CURRENT_USER\Software\Microsoft\Terminal Server Joghios Contnd (virtual LANs)
Client\Servers" 0 blocked e i Sophts Geatral Sesponte Action * Regularly audit and review password policies, to enforce minimum password complexity policies across the
att -1 Kuserrofiers\documents\Defoul.rdp S e T estate (wnere applcablel
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Actions Description



Cosa puo fare Sophos MDR con Sophos e i prodotti di terze parti .

Microsoft 365 response actions now available T

Block/enable user sign-in

Sophos MDR analysts can lock down a user's account to prevent an adversary from accessing
Microsoft 365 services and Azure resources using stolen credentials. Following clean-up, access

to the user's account can be restored in seconds.

Terminate current user sessions L rsre AN
By immediately revoking all currently active sessions for a specific user, Sophos MDR analysts | | : Z 0
can quickly eject an attacker who has already gained access to an account and remove their

ability to reuse any stolen session tokens. e P ERRERIN LS X

Disable suspicious inbox rules
Attackers routinely set up inbox rules in Microsoft 365 for business email compromise attacks in
order to move, obfuscate, or delete emails that could otherwise alert the user. Sophos MDR

analysts can disable specific inbox rules to regain control.

el 7 SOPHOS
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Active Threat Response in Azione (SFOS V20 release)

Sophos or Customer

Internet

SOC

J

e S e ——— OUTSIDE
E = ::m..---} §£§£§E i N
Sophos Fi . INSIDE
— ophos Firewa —/
. o :
) =] : —°
Managed Endpoints Unmanaged Endpoints
....... E ““““ /\
(ss5282) N
- ...................................... |
Switch .
"""""""""" Access Points
—_— T CC\B
CAID dd%
Servers loT Devices
J
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Active Threat Response in Azione

Sophos or Customer
SOC
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Active Threat Response in Azione

Internet=m e mm .

e Il feed delle minacce viene inviato al firewall tramite API

v

— W —— 2 OUTSIDE
— ~ ! = _:‘m-. L L §E§EEE 58 ~
- soohds Firewall INSIDE
| — op is_ irewa —
~ .
poa = I LT
< — — ‘9] E —° |
0 Attivita sospette . : .
o Minaccia rilevate  Managed Endpoints Unmanaged Endpoints
Sophos or Customer | | T P o
L SOC J (R e T
(EED o
Switch .
"""""""""" Access Points
T ﬁ
CAID db
Servers loT Devices
L J
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Active Threat Response in Azione

9 Il feed delle minacce viene inviato al firewall tramite API

Sophos or Customer

SOC

v

SOPHOS iy 4 = : ey e
= H L= ,, WS WSS y
- - - BaIna Tl oo afoanaa T
] A |3 sl

Internet

alle minacce e blocca il traffico
correlato

e Il firewall risponde attivamente

OUTSIDE

J

Risposta immediata: non e richiesta alcuna configurazione delle regole del firewall

)
-~ J
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Active Threat Response con rilevamento avanzato NDR

\.

Sophos or Customer
SOC

Internet

J

e ™ N "Emmm mm OUTSIDE
E 1.:§:hmiﬂﬂﬁﬂﬁgﬂﬁﬂﬂ““*ﬁs EH i \
Sophos Fi . INSIDE
— op os: irewa
) 4_:1 g 'IIIIL _Ltgj
Managed Endpoints Unmanaged Endpoints
........ E ““““ /A
...................................... T
() —
Switch
SophosNDR e e Access Points
....... CC-\B
. d o
Servers loT Devices
J

La combinazione definitiva per il rilevamento e la risposta

SOPHOS
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Active Threat Response with NDR Enhanced Detection

\.

Internet
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The Ultimate Combination for Detection AND Response
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Active Threat Response con rilevamento avanzato NDR

Internet

a Il feed delle minacce viene inviato al firewall tramite API

o = OUTSIDE
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INSIDE
— — Sophos _Flrewall
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. o : 5
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The Ultimate Combination for Detection AND Response
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Active Threat Response con rilevamento avanzato NDR

a Il feed delle minacce viene inviato al firewall tramite API

Internet

\.

.

] e

Il firewall risponde attivamente
alle minacce e blocca il traffico

correlato
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Active Threat Response con rilevamento avanzato NDR

Internet

b o©

e Il feed delle minacce viene inviato al firewall tramite API

Il firewall risponde attivamente
alle minacce e blocca il traffico
correlato
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The Ultimate Combination for Detection AND Response
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Extending Active Threat Response

— V205 Third-Party Threat Feeds Internet ImmEdiate and
n 5 Automatic Response

Firewall Actively Responds to Threats from all
feeds, blocks related traffic, and initiates a

Tor URL houd
TRACKER D,
DigitalSide Threat Intelfll *§ ¢

© eclecticiq e

Threat Feeds

. v Synchronized Security response
———————— — - OUTSIDE
I S, EReey e B NeDE
— Sophos _Flrewall —
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Vantaggi della Cybersecurity as a service - Sophos MDR

24/7/365

RANSOMWARE AND BREACH
PREVENTION SERVICES

Fully Managed by a
Team of Experts

Blocca gli attacchi avanzati guidati dall'uomo, incluso il

aANnsoMWMaes m stops advanced human-led attacks on your behalf, neutralizing threats
before they can disrupt business operations or compromise sensitive customer data

Concentrati sulla crescita della tua attivita

We monitor, detect, and respond to threats, enabling you and your IT support to focus
on strategic initiatives that drive growth for your business

Dormi meglio sapendo che ci pensiamo noi

Proactive 24/7/365 threat monitoring, investigation, and response performed by a team
of highly-trained analysts means you can relax knowing we have your back

Immunita di comunita

Sophos delivers MDR for over 33,000 organizations, giving us greater visibility into attacks
targeting one customer and apply intel from that customer to proactively defend everyone else

Sfrutta la tua protezione esistente

Sophos MDR leverages signals from your Sophos Intercept X Endpoint protection to
identify and investigate suspicious activities that may require human intervention
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Problemi complessi — semplificati!

ORGANIZATION SIZE

How many users? How many servers?

300 50

DATA RETENTION PERIOD

90 Days ([ 1Year
(included)

SERVICE TIER
° Sophos MIDR Complete
Sophos MDR Essent
Guided Onboarding

SOPHOS INTEGRATIONS

M Sophos Firewall

E Sophos Email Y E Sophos Endpoint

M Sophos Cloud [ ) M Sophos NDR

([ w Sophos XDR

THIRD-PARTY INTEGRATIONS

Endpoint ® Firewall ® Microsoft

Cloud Email Google Workspace

® Identity Network Backup
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Un servizio con elevate standard globale, declinato dal tuo partner di fiducia

Key Parther SOPHOS

+

Visibilita globale sulle minacce grazie alla telemetria di +600.000 clienti

Threat-hunting proattivo e non solo monitoraggio reattivo

Network Operation Center

Gestione IT e Incident response completa sull’ambiente del cliente

Un servizio che parli la stessa lingua del cliente

Copertura globale del servizio per clienti multi-sede

Team unico: Security Operation, Threat Labs, Al scientist e Automation

Livelli target di servizio: 2 min detection 30 min response

Integrazione dei dati dei vari strumenti di security

SISl SHSNOI gl ‘

9,
O
JAN
JAN
JAN
©
O
©
©
JAN

Interventi on-site

QROOOBVOOOO®
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Servizio MDR complete arricchito dai
servizi di threat response del partner
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Azioni di risposta in base al livello di servizio combinato tra Sophos ed il partner

____________

INCIDENT RESPONSE

ACT: |dentificare dove si e verificato un incidente, come é stato
IDENTIFICARE rilevato, I'ambito e I'impatto sul business.

RECOMMIEND: Azioni dei clienti per aumentare le informazioni

ACT: Isolare, se possibile, i problemi e i sistemi interessati per
CONTENERE [IGULELE ulteriori danni. Rimuovi tutti i malware e gli artefatti.

RECOMMEND: Azioni sulle tecnologie gestite dal cliente

ACT: Identificare e rimuovere |'accesso ai sistemi interessati da

NEUTRALIZZARE parte dei Threat Actor tramite Root Cause Analysis

RECOMMEND: Azioni dei clienti per rafforzare I'ambiente

ACT: Verificare che tutti gli endpoint siano stati rinforzati

AGGIORNARE

RECOMMEND: Determinare un piano per mitigare il rischio di
attacchi futuri con gli stessi metodi e migliorare il monitoraggio

SOPHOS
MDR
COMPLETE

Partner
Security
Operation

SOPHOS



Servizio MDR essential arricchito dai
servizi di cybersecurity del partner
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Azioni di risposta in base al livello di servizio combinato tra Sophos ed il partner

____________

INCIDENT RESPONSE

44

ACT: |dentificare dove si e verificato un incidente, come é stato
IDENTIFICARE rilevato, I'ambito e I'impatto sul business.

RECOMMIEND: Azioni dei clienti per aumentare le informazioni

ACT: Isolare, se possibile, i problemi e i sistemi interessati per
CONTENERE N IGELS ulteriori danni. Rimuovi tutti i malware e gli artefatti.

RECOMMEND: Azioni sulle tecnologie gestite dal cliente

ACT: Identificare e rimuovere 'accesso ai sistemi interessati da
parte dei Threat Actor tramite Root Cause Analysis

NEUTRALIZZARE

RECOMMEND: Azioni dei clienti per rafforzare I'ambiente

ACT: Verificare che tutti gli endpoint siano stati rinforzati

RECOMMEND: Determinare un piano per mitigare il rischio di
attacchi futuri con gli stessi metodi e migliorare il monitoraggio

SOPHOS
MDR
COMPLETE

Partner
Security
Operation

SOPHOS



Partner MDR + Sophos MDR — MDR vs MDR Complete

Incident Response

Prepare / Detect Triage /

!
|
|
|
|

Deploy Analyze |

|

|

|
|
|

Contain : Neutralize Remediate
|
|

MDR Complete (per I'IR Sophos non puo agire direttamente su tutta I'infrastruttura del cliente). Il Deploy non é gestito da Sophos

MDR (dedicato al Key Partner MDR, per ottenere un servizio combinato tra
Threat hunting e risposta agli incidenti).
Il Key Partner MDR gestisce il deploy e I'Incident response (guidato dal team Sophos MDR)
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Come quantificare il ROIl: I'impatto dei prodotti e dei

servizi di cybersecurity sulle richieste di risarcimento
assicurativo in ambito informatico

Una ricerca rivela che il valore delle
richieste di risarcimento per la cyber-
assicurazione avanzate dalle aziende che
utilizzano i servizi MDR e, in media,
inferiore del 97,5% rispetto a quelle delle
organizzazioni che si affidano alla sola
protezione degli endpoint

SOPHOS
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Flessibilita elevata — un servizio che supporta il tuo business

Expand to New Geographies —

/¢

N

Grow your business by adding service
coverage in new states or countries

Add Resources —

Ooo
ﬁj@a

Virtually expand your team with
expert operators and analysts

—— Support New Environments ——

=- Microsoft \GROWDSTRIKE ~ Fi:RTINET

I McAfee (|l sentinelone 4% paloalto’

/), TREND af]n

L]
G CHECKPOINT  "@&g uwicro CISCO

MDR

Extend Service Hours

Move to a 24/7/365 operation by
partnering with a team that works in
all regions and every time zone



Top Cybersecurity Controls &% MarshMcLennan

The key to insurability, mitigation, and resilience

] O & En Q ¢

Multifactor Endpoint Detection Secured, encrypted, Privileged Access Email filtering and web  Patch managementand
authentication for and Response (EDR) and tested backups Management (PAM) security vulnerability
remote access and management

admin/privileged
controls

&2 ol o 7 &

v <
Cyberincident response  Cybersecurity Hardening techniques, Logging and End-of-life systems Vendor/digital supply
planning and testing awareness training and including Remote monitoring/network replaced or protected chain risk management
phishing testing Desktop Protocol (RDP) protections
mitigation

48 SUFHUD



Maggiore aderenza alle compliance con Sophos MIDR

N ) Compliance con ISO/IEC 27001:2013 grazie a monitoraggio H24,
7 ) rilevamento minacce, investigazione e risposta attiva

) Supporto alla conformita NIS2: gestione del rischio e obblighi

di reporting con MDR 24/7
DORA

| A) Risposta rapida agli incidenti per mitigare impatti e

garantire compliance GDPR Conformita al
DORA

semplificata

| A ) Difesa gestita 24/7 per soddisfare i requisiti del NIST grazie alla
Framework difesa gestita
e alla risposta

proattiva di
A) Conformita alla PCI DSS v4: Sophos MDR soddisfa i requisiti Sophos MDR

chiave della sezione 10.4
A ) Trattare dati di carte di credito implica responsabilita e

conformita PCI DSS
49 SOPHOS




MDR Service
Caso reale di attacco a un cliente 365
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Sophos MDR Threat Case

Rilevamento della compromissione della

posta elettronica aziendale (BEC) utilizzando
| log di controllo Microsoft

SOPHOS
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Adversary
9:07 p.m. UTC

L'attacco avviene con un'e-mail di phishing inviata a [ UTENTE 1 ].

L'aggressore utilizza Evilginx, un framework MITM open source (man-in-the-middle) utilizzato
per le credenziali di accesso al phishing e i cookie di sessione, per ottenere nome utente,
password e token di autorizzazione [ USER 1 ].

L'utente malintenzionato utilizza quindi i token di autorizzazione intercettati per eludere
I'autenticazione a piu fattori (MFA) [CLIENTE].

SOPHOS
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Adversary
10:19 p.m. UTC

L'utente malintenzionato crea una regola di inoltro e-mail nella casella di posta di |
USER 1].

Impersonando [ USER 1 ], ['utente malintenzionato invia una richiesta a [ ADMIN 1 |
per convalidare l'indirizzo IP dell'utente malintenzionato, concedendo all'utente
malintenzionato 'accesso a un Microsoft Dev Box in Azure.

L'utente malintenzionato inizia le attivita successive all'accesso iniziale.

SOPHOS
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SOURCE:

Microsoft Audit Logs
10:20 p.m. UTC

Sophos XDR rileva la creazione di nuove regole di posta in arrivo per |'account di
posta elettronica Microsoft 365 [ USER 1 ] che contengono solo caratteri speciali.

Un ulteriore rilevamento identifica che piu IP e agenti utente sono stati utilizzati

all'interno della stessa sessione, indicando che ['account e la sessione di [USER 1]
sono stati compromessi attraverso un attacco man-in-the-middle.
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SOURCE:

Sophos Endpoint
10:20 p.m. UTC

Gli analisti di Sophos MDR indagano sulla telemetria degli endpoint associata a [
UTENTE 1 ] e identificano comportamenti e artefatti dannosi, inclusi strumenti come
Mimikatz e BloodHound, due strumenti comunemente utilizzati dagli aggressori per
rubare dati sensibili e aumentare i privilegi all'interno di una rete.

SOPHOS
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Sophos MDR Threat Response

10:26 p.m. UTC

L'analista MDR di Sophos isola I'host compromesso e sospende 'account [ USER 1 ]
per contenere |'attacco.

L'analista Sophos MDR consiglia a [ CLIENTE ] e [ PARTNER CLIENTE ] di reimpostare
le credenziali dell'utente compromesso.

Gli analisti di Sophos MDR conducono una risposta agli incidenti su vasta scala per
determinare |'accesso iniziale e rimuovere tutti gli artefatti dannosi utilizzati

nell'attacco.
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GRAZIE!
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